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The Syracuse Police Department has provided draft policy documents (LPR SPD Lexipol Draft Policy and the current Policy that governs Mobil License Plate Reader Systems - Volume 1 Article 3, Operations  Section 59.00 License Plate Reader Systems) to govern the use of ALPRs. In addition to enacting those provisions, we request that the following points are also incorporated as part of the pilot: 

Explicit Acknowledgement of Civil Rights & Liberties

The SPD policy should acknowledge that Automatic License Plate Reader (ALPR) technology is used in the City of Syracuse in a manner that protects civil rights and liberties of citizens, including the First, Fourth and Fourteenth Amendments of the US Constitution.  

Specific policies and procedures:

Definitions:

1. “ALPR data” shall mean the GPS coordinates, date and time, photograph, license plate number, or any other data captured by, inferred, or derived from any automatic license plate reader system, including but not limited to make, model, color, stickers, and other automatically recognized descriptors or parameters.

I. Data sharing: Who data can and cannot be shared with
A. Data collected by ALPR should be expressly classified as confidential and accessible only by law enforcement under clearly defined conditions and only through individual requests. Other legal obligations to share data, such as to the Citizens Review Board (CRB), and NYS Discovery, are still considered valid, following all their stipulations and requirements.	Comment by Syracuse Innovation Team: Updated this and point 1.B. to include the CRB and NYS Discovery after our 2/22 Working Group Meeting.
~Jason
1. This aligns with existing statutes in Georgia, Maine, Maryland, Nebraska, North Carolina, and others.
B. ALPR data should be considered For Official Use Only (FOUO). The requesting agency should make a written request for information, verifying that the request is being made for a permissible law enforcement use only.
1. The requesting agency should also verify that it will abide by the SPD LPR policy, including provisions related to the retention of records. 
C. Data should not be shared with the vendor. ALPR data or analytics must not be used by the vendor to improve or contribute to their existing products or to the development of new products (such as FlockOS in the case of Flock Safety).
D. Absent any court order or warrant, no data should be shared with ICE / DHS/Immigration enforcement purposes.

II. Permissible Uses of LPR Technology
A. The SPD and other law enforcement agencies should only be allowed to request or use ALPR data for specific law enforcement purposes:
1. Attempting to identify vehicle owner(s) or occupant(s) when such individual(s): A) has committed a criminal offense or are under active investigation for allegedly committing a criminal offense, or B) is suspected missing, or a victim or witness to a crime under active investigation.
2. Attempting to locate a vehicle that is involved with/identified by make/model/or plate number as a part of a criminal investigation.
B. A potential violation of immigration laws or immigration status alone is not sufficient to warrant sharing/use of this data.    

III. How long data can be retained for
A. Data of high sensitivity should not be retained indefinitely. A review of policies of data retention by ALPR at the state level show data retention schedules ranging from as little as 3 minutes (New Hampshire, 2007) to as much as 3 years (Colorado, 2015). These retention policies add the possibility to keep specific data points for longer if they are connected to law enforcement purposes. 
1. For routine data storage, the default length of time should be 7-30 Days.	Comment by Joe Cecile: First off, thanks everyone for your work on this document.  Most of it looks fine.  The only exception is the data retention schedule.  First off, you failed to add NYPD to the range of retention times.  NYPD has a standard 5 year retention timeframe.  Secondly, as far as the New Hampshire's 3 minutes retention timeframe, upon review, that PD looks to be mobile LPR specific, no fixed LPRs.  The difference is that the mobile LPRs are for traffic and\or parking enforcement, which is very immediate or on-the-spot type police work, as opposed to fixed LPRs and the after-the-fact and sometimes long-term investigations we plan to use them for.  So the 7-30 days the committee is suggesting may push this technology into the "not worth the cost" category.  I will discuss with Chief Buckner and some of our subject matter experts in the Homicide Squad to determine if we should just pull this item.	Comment by Jen Tifft: All -- many apologies, in attempting to reply to a comment by Mark, I inadvertently marked his comment as resolved.  I believe the gist of it was that Mark preferred a shorter time frame -- i think ~14 days?? -- with the ability to go longer if a preservation request was made. Nico -- is it possible to get Mark's comment back or mark it unresolved so all can see it again??  

The comment i was trying to make was regarding whether we know if the "free pilot" that the vendor is offering is contingent on SPD sharing the our data, or can we in fact "Opt In or Out" of the shared Flock OS database?  I don't recall seeing details about that, and I'm in full agreement that we should advise SPD that our stipulation is that we don't participate in this assuming we can Opt Out.	Comment by Mark King: No problem!  My comment was:
I would prefer asking for 7-14 days here. On the other hand, I do think that Nico makes a strong point that focusing on Flock's default retention period of 30 days might be better received outside of this group, so I would go along with it if we settled on that approach.	Comment by Johannes Himmelreich: I am seconding Mark's comment here. Minimizing this is key for privacy. The lower this is, the lower are privacy risks stemming from other provisions (e.g. data sharing). Since the retention window is wide open for on-going investigations and court cases, 7-14 days strikes me as a good compromise. I'd advocate for the lower end of this. To the extent that the retention limits encumber operational benefits for the SPD, we can revisit the limit in light of concrete and tangible evidence from Syracuse. But privacy is always a trade-off.	Comment by Jen Tifft: All -- many apologies, in attempting to reply to a comment by Mark, I inadvertently marked his comment as resolved.  I believe the gist of it was that Mark preferred a shorter time frame -- i think ~14 days?? -- with the ability to go longer if a preservation request was made. Nico -- is it possible to get Mark's comment back or mark it unresolved so all can see it again??  

The comment i was trying to make was regarding whether we know if the "free pilot" that the vendor is offering is contingent on SPD sharing the our data, or can we in fact "Opt In or Out" of the shared Flock OS database?  I don't recall seeing details about that, and I'm in full agreement that we should advise SPD that our stipulation is that we don't participate in this assuming we can Opt Out.	Comment by Mark King: No problem!  My comment was:
I would prefer asking for 7-14 days here. On the other hand, I do think that Nico makes a strong point that focusing on Flock's default retention period of 30 days might be better received outside of this group, so I would go along with it if we settled on that approach.	Comment by Johannes Himmelreich: I am seconding Mark's comment here. Minimizing this is key for privacy. The lower this is, the lower are privacy risks stemming from other provisions (e.g. data sharing). Since the retention window is wide open for on-going investigations and court cases, 7-14 days strikes me as a good compromise. I'd advocate for the lower end of this. To the extent that the retention limits encumber operational benefits for the SPD, we can revisit the limit in light of concrete and tangible evidence from Syracuse. But privacy is always a trade-off.
2. In the event of a felony where ALPR Data would assist the SPD in the investigation, they may make a Preservation Request to extend the data retention period of a specific geographic zone to 21-45 days.
a) An operator of an automatic license plate reader system, upon the request of a governmental entity or a defendant in a criminal case, shall take all necessary steps to preserve ALPR data in its possession for 14 days pending the issuance of a court order under.

(1) A requesting governmental entity or defendant in a criminal case must specify in a written sworn statement:
(a) The particular camera or cameras for which captured plate data must be preserved or the particular license plate for which captured plate data must be preserved; and
(b)  The date or dates and timeframes for which captured plate data must be preserved.
3. In the event where ALPR data has been brought into Court as evidence in to assist in a Law Enforcement investigation, these guidelines allow for this data to be accessible for a longer period of time as is the procedure with other data captured by SPD.	Comment by Syracuse Innovation Team: Added the comment regarding a carve out for data on an investigation.  
~Jason

IV.  Policies addressing technological limitations on accuracy
A. A survey of ALPR accuracy rates should be part of the training of all officers and officials who use and have access to the technology.  
1. There should, therefore, be a clear procedure for confirming ALPR readings as part of traffic stops to avoid unwarranted detainment.  
2. Plates should be confirmed visually before a stop if possible, and at minimum they should be confirmed as soon as the officer exits the patrol vehicle.

V. Reporting and audits
A. The Syracuse Police Department will post its Automatic License Plate Reader system use policy and privacy policy on its publicly available website.
B. The Syracuse Police Department will report at the end of the pilot period on its ALPR practices and usage to the Mayor’s office and the Syracuse Surveillance Technology Working Group. The report will also be conspicuously posted on the Syracuse Police Department’s website and in the Surveillance Technology Working Group website. The report shall include:	Comment by Mark King: Can we also include language here recommending a regular schedule of audits and reporting in the case that that technology advances beyond the pilot period?	Comment by Syracuse Innovation Team: If the technology advanced beyond the pilot period, the STWG should take another pass at its policies	Comment by Jen Tifft: I'm fine with adding the language Mark proposes, but also think we could add new requirements if/when we approve the use of this technology long term... essentially we would look to make a future approval with stipulations, and could update this document as needed to reflect any new/revised stipulations for the long term adoption based on what we learn from the pilot	Comment by Syracuse Innovation Team: Agreed!
1. The locations and specifications of all cameras used for the Automatic License Plate Reader system
2. The number of license plates scanned
3. The names of the lists against which captured plate data were checked, and the number of confirmed matches and the number of matches that upon further investigation did not correlate to an alert
4. The number of matches that resulted in arrest and prosecution	Comment by Michelle Sczpanski: We may wish to consider requesting that this be specifically broken out by offense type
5. The number of manually-entered license plate numbers, broken down by reason justifying the entry, and the number of confirmed matches and the number of matches that upon further investigation did not correlate to an alert
6. Any changes to the Automatic License Plate Reader system or to the use or privacy policy.
7. Data on accuracy, including date and time, for each instance of a false match, that is, an instance where a license plate was detected or matched incorrectly (for such false matches, the data should note when and how the error was detected).
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